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Is GDPR a Privacy or a Security Regulation? 
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Is GDPR a Privacy or a Security Regulation? 

• Personal data should be processed in a manner that ensures appropriate 
security…preventing unauthorised access to or use of personal data. (Introduction, 
Clause 39) 

• Ensuring network and information security…include preventing unauthorised access to 
electronic communications networks and malicious code distribution… (Introduction, 
Clause 49) 

• In order to maintain security…evaluate the risks… implement measures to mitigate those 
risks, such as encryption. (Introduction, Clause 83) 

• Personal data shall be processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or unlawful processing and 
against accidental loss, destruction or damage, using appropriate technical or 
organisational measures. (Chapter 2, Article 5, Clause 1f) 

• Implement appropriate technical and organisational measures to ensure a level of 
security appropriate to the risk. (Chapter 4, Section 2, Article 32-1) 
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Physician devices 

Medical records 

1,882 patients 

19 months 

Breach Data 
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GDPR Core Principles for Organizations 

Data transparency 1 

Ad hoc data collection 2 

Reasoning & Logic 3 

Data accuracy 4 

Check Point 
Prevention of unauthorized use or accidental loss of the data 5 

Data protection “by design and by default” 6 
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GDPR: Five Step Attack Plan 

Understand your Environment 1 

Perform Risks Assessment 2 

Select Appropriate Technical Measures 3 

Implement Technical Controls 4 

Monitor Controls for Effectiveness 5 

DPO  

Auditor 

Trusted Advisor 
“Check Point” 



Personal Data – Where is it? 

On our Laptops On the Corporate 
network 

In the Cloud On our Devices 
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SK122355: GDPR Security Check Up for R80.10 

Sample Report DLP 

AntiBot 

 

Antivirus & 
Threat Emulation 

IPS 

General 
background 
on GDPR 

General 
background 
on GDPR 

Understand your Environment 1 

Perform Risks Assessment 2 
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GDPR: Not A One-Bullet-Solution 
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“…this could, for example, include 
preventing unauthorised access to 
electronic communications networks 
and malicious code distribution and 
stopping 'denial of service' attacks 
and damage to computer and 
electronic communication systems.” 

- Article 49 

 

 

Chapter 0 - Introductory Clauses, Article 49 

[Protected] Non-confidential content 

 

DDoS Protector 

Security Gateway 

IPS 

 

 

Gen V 
Protections 

 

 

R80.10 – 
Business aware 

Security Gateway 
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72 Hour Breach Notification to Data Subject 

Article 34, Paragraph 3 

Capsule Docs 

Capsule Workspace 

FDE 

MEPP 
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Security Landmarks for GDPR 

DATA 
CLASSIFICATION 

CONFIGURATION 
CHANGE 

MANAGEMENT 

ADMINISTRATOR 
CONTROL AND 

SEPARATION OF DUTIES 

SECURE SYSTEM 
CONFIGURATION 

ACCESS CONTROL NETWORK BASED 
SEGMENTATION 

ENCRYPTION AND 
PSUEDINYMISATION 

DATA LEAK 
PREVENTION 

DDOS PREVENTION VULNERABILITY 
MANAGEMENT 

USER ACTIVITY 
MONITORING 

DISASTER 
RECOVERY 
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Data Loss/Breach Scenarios 
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What does GDPR expect from us? 

 [Internal Use] for Check Point employees 

“…include preventing unauthorised access to 
electronic communications networks and 
malicious code distribution and stopping 'denial 
of service' attacks and damage to computer and 
electronic communication systems.” 

- GDPR, Article 49 
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Security Controls Implemented 

DLP Capsule 
Docs 

Security 
Management 

Compliance 
Blade 

DATA 
CLASSIFICATION 

CONFIGURATION 
CHANGE MANAGEMENT 

ADMINISTRATOR CONTROL 
AND SEPARATION OF DUTIES 

SECURE SYSTEM 
CONFIGURATION 
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Data Classification 
with Capsule Docs & DLP 

Check Point Capsule Docs 

Check Point DLP 
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Configuration Change Management 
with R80.10 Security Management 
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Admin Controls & Separation of Duties 
with R80.10 Security Management 
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Secure System Configuration  
with Check Point Compliance Blade 
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Go The Extra Mile TODAY! –  
 

1. GDPR Whitepaper >>>>>>>>>>>> 
 

2. GDPR Security CheckUp  
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If there is time (bonus content) 

 

[otherwise skip 12 times!] 
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Using Check Point Security Products for GDPR 

• Integrated DLP - provides 

awareness of personal data 

flowing, monitoring of content, and 

blocking of unauthorized data 

transmission  

• Check Point Capsule Docs  -  tools 

for content classification 

Classification with 
Capsule Docs 

Classification of Data 
with Check Point DLP 
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Using Check Point Security Products for GDPR 

• Smart Workflow 

• SmartLog 

 

Change approval controls, 

full logging of 

configuration, production 

of audit-quality automatic 

reports 

Check Point R80’s SmartLog 
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Using Check Point Security Products for GDPR 

• Security Management - separation of 

duties without impact to operational 

efficiency 
Check Point 

R80 
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Using Check Point Security Products for GDPR 

• Check Point 

Compliance Blade – 

security definitions 

consistent with 

GDPR 
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Using Check Point Security Products for GDPR 

• Check Point Security 

Gateway - Real-time 

notifications on 

contradictions of policy 

Notifications & Check Point SmartLog 
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Using Check Point Security Products for GDPR 

• Next Generation Firewall – isolates in-

scope data, drastically reducing risk and 

cost of compliance 



30 ©2018 Check Point Software Technologies Ltd.  

Using Check Point Security Products for GDPR 

• Endpoint Solution – extends data 

protection across organizations 

• Full Disk Encryption (FDE) 

• Media Encryption and Port Protection 

(MEPP) 

• Capsule Docs 

• Security Appliance, encrypted VPNs 
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Using Check Point Security Products for GDPR 

Check Point DLP – 

policy-based to 

monitor content and 

log activity 
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Using Check Point Security Products for GDPR 

• DDoS Protectors 

• Firewall 

• IPS 

 
  Real-time prevention of volumetric and application-based 

attacks 
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Using Check Point Security Products for GDPR 

• UserCheck Agent 

 

Real-time notifications on 

contradictions of policy 
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Using Check Point Security Products for GDPR 

• Check Point IPS – blocks known vulnerabilities  

• Check Point SandBlast – prevents advanced, unknown 

attacks on cloud, network, endpoint and mobile 
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Using Check Point Security Products for GDPR 

Virtual and physical high availability options to prevent 

single points of failure  
 



THANK YOU 
 
 

  


